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Annex A
Country Studies

Middle East and North Africa

Algena
Nuclear, Algeria is building a nuclear reactor with
‘Chinese assistance near *Ain Oussera. The project
was not publicly known until April 1991, Both the
Algerian and the Chinese Governments indicate that
.the reactor will be a 15-megawatts (MW) research
reactor using low-enriched uranium fuel and will be
subject to International Atomic Energy Agency
(IAEA) safeguards inspections. Some evidence, how-
ever, indicates that Algeria may.intend to use the
reactor for a weapons program

We have no evidence that Algeria is acquiring or
developing biological weapons or ballistic missiles, but
Algeria reportedly has a small chemical weapons

development program:l

Egypt
Nuclear. Egypt has a nuclear research center but has
no plans to develop nuclear wcapons.|:’

L o Psegret
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Ballistic Missiles. Egypt will soon begin serial pro-
duction of Scud B missiles with North Korean assis-
tance and Is retaining facilities for development
(though development of the missile itself is suspended)
of the 750- to 1,000-km range Condor II/Vector that
initially was a joint SRBM program with Argentina
and Iraq. Egypt will need to renovate portions of its
Condor 11 production facility and acquire warhead

and guidance technology before it can begin produc-

Nuelear. Iran has two overt nuclear R&D facilities,
the Tehran Nuclear Research Center and the Esfahan
Nuclear Technology Center. A secret facility that
may be used for nuclear research may be under
construction near Qazvin. Tehran has sought help
from Argentina and China to develop its nuclear
research facilities. The technologies sought may be
used to lay the basis for developing weapons; however,
we believe that the Iranians are still 10 years or more
away from actually producing nuclear weapons.

Chemical. Iran probably has been stockpiling mus-
tard and blood agents and will continue to develop its
capability to produce nerve agents such as sarin.
Tehran has been purchasing precursor chemicals and
production equipment needed for these agents. Iran
has received foreign assistance

fhat have suppli

an uipmen

Biological, Tehran has intensified its BW program
since the end of the Iran-Iraq war and is in the late

stages of R&D of biological agents, taking full advan-
tage of imported dual-use technology; some tradition-
al infectious and toxin agents are likely to be pro-
duced during the next few years,

Ballistic Missiles. Iran has obtained Scuds from
North Karea and has enncluded an aereement with
North Korea for Scud C production technology.
Tehran is also obtaining the B610 from China and is
negotiating an agreement with China to purchase the
M-9 SRBM. Although Iran publicly claims that it has
begun to produce ballistic missiles, we anticipate that
it will not be able to achieve significant series produc-
tion until the mid-1990s or later.

Irag

Coalition air attacks damaged [raq's nuclear, chemi-
cal, biological, and ballistic missile production facili-
ties. Baghdad does, however, retain some special
weapons capabilities. In one decade, Iraq was able to
significantly develop many key clements of special
weapons programs. Some of the capabilities described
below have been substantially degraded and could not
be resuscitated without massive infusions of capital
and foreign technical expertise.

Nuclear, Before the war, Iraq had the most advanced
nuclear program ameng the Arab states, A variety of
cvidence, including Iraq’s covert procurement of cen-
trifuge enrichment technologies, indicates the empha-
sis given to its nuclear weapons program. Information

available since the wa

Fndicatcs that Traq had made significant
progress. Much of Iraq’s enrichment capability es-
caped bomb damage and could be put back into
operation. Baghdad probably also acquired the equip-

ment and materials needed for small-scale reprocess-
ing

Chemical, Before 1991, Iraq had the largest CW
program in the Third World. It was capable of
producing 2,000 tons of blister and nerve agents
annually and probably produced well over 10,000 tons
since full-scalc production began in 1983, Since the
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Iran-Iraq war, Iraq has been developing more ad-
vanced agents—particularly the nerve agent VX—
and has been actively assembling an indigenous pre-
cursor production capability. Although known CW
production facilitics were heavily damaged by allied
bombing, significant stocks of CW agents as well as

production and tilling capabuitties most likely sur-
o — '

Biological. We believe Iraq weaponized BW agents,
including botulinum toxin and anthrax, and developed
other biological agents. Iraq did not declare any of
these BW capabilities to the United Nations after the
war, Some production capability survived allied
bombing. Furthermore, Iraq's existing dual-use facili-
tics can be converted to BW-agent production

Ballistic Missiles. Iraq has a large missile R&D and
production infrastructure, It had achieved the capa-
bility to produce modified Scud-type ballistic missiles,
warheads, and launch-support equipment. It probably
could have soon produced solid-propellant rocket mo-
tors for Its version ol the Longor L, 4RU LIE lyid-
fuelled engines for a longer range ballistic missile or
space Jaunch vehicle, These production facilities were
heavily damaged during the war and will require large
and sustained investment to recover. Much of the
remaining infrastructure, however, survived and, with
some foreign assistance, can be used to reconstitute
onc or more of the ballistic missile programs.

Israel

To| ot

Ballistic Missiles, Isracl has deployed over thirty
500-km-rang a-1 SRBM:s (the
Yavne-1, sometimes cal ericho), which can strike
targets in Egypt, Syria, and Jordan. Israel has devel-
oped an MRBM (Ya-3 or Jericho II) and is now
deploying it on a South African—developed transport-
er-crector-launcher. The Ya-3 is entering serial pro-
duction, and the deployed force can be armed with a

mix oL fvarheads{
Jordan

Although it has no indigenous prograu{

ront companics in Jorden may be used by other
SLALTY bw‘njng v u»quin. u:nun;\.a; u5~.m'. PLwviiouvio,

Libya

Nuclear. Libya has tried to acquire nuciear weapons
and technology, but Tripoli has been hampered by
poor planning and lack of a technical infrastructure

and, consequeatly, is unlikely to develop a weapon in
this decadc.[jl

Chemical. Libya continues to produce limited
amounts of chemical agents at its Rabta facility and
may be planning to build other facilities for produc-
tion of CW precursor chemicals and agents. Libya is
totally dependent on foreign suppliers and hias devel-
oped a network of middleman operations in scveral
countrie: |

Fo TaCItate procurenent, IT lDOl:l
as imported chemical plant equipment and hundreds

of tons of precursors by evading controls
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Figure 4
North Africa: Selected Special Weapons Facilities and SRBM Capabilities
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Ballistic Missiles. Qadhafi has persistently sought to
acquire ballistic missiles of longer range than his
Soviet Scuds. So far, China has resisted selling longer
range missiles or the production technology Libya
Biological., Libya plans to develop biological agents wants, and Libya has been trying to develop its own.
and has entered the R&D phasc. We anticipate Libya Depending on the extent of foreign assistance it can
could have biological agents such as anthrax in three

1o five years, but development of an effective weapon

will take longer.
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get, Libya may develop a missile that exceeds 500 km
in range in three to five years and, perhaps, one with a
1,000-km range in 10 years. The Libyans are heavily
dependent on foreign suppliers for almost every ele-
ment of their ballistic missile program and are trying
to evade the Missile Technology Control Regime
(MTCR) controls through a sophisticated network ot
front companies and intermediaries. They are also

increasingly pursuing missile-related cooperation with
non-MTCR nation4

Saudi Arsbin
Nuclear. Saudi Arabia is not likely to develop a
nuclear weapons program during the next decade but

China probably left the door open to
future negotiations on CSS-2 warhead upgrades.

Ballistic Missiles. Saudi Arabia bought about 40
CSS-2 missiles from China in 1987, This force is now
operational. Though inaccurate, each missile can de-
liver an approximately 2,000-kg high-explosive war-

LN

A

from foreign countries, including three production
lines for an essential component of binary sarin. The
production lines have enabled Syria since 1984 to
produce biaary sarin at a rate sufficient to produce
about 30 bombs and a few Scud B warheads per
month. Syria appears to be actively developing a VX
capabifity and has becn SCeKINg VA PIECursors since
August 1990

Biological. Syria has a mature offensive BW pro-
gram, including the development of ricin toxin and
possibly anthrax. The program has been limited be-
cause Syria is focusing its attention on CW. Some
BW agents could be weaponized in the next three to
five years

Ballistic Missiles. Syria has about 300 Soviet-made
Scuds with about a 300-km range and also has 70-km-
range SS-21s purchased from the USSR. It is now
importing 60 longer range North Korean Scud C
missiles and plans to obtain the 600-km-range Chi-
nese M-9 SRBM. Fearing heightened Western con-
LrOJS 0N LECRNOIOgY LIANSIEr, LIAHIESCUS Nas dcueivy-

ated its missile development program over the past
_two_or three yearsl:p—Lx“p—

head about 3,000 km|

Both Saudi Arabia and China deny that
nuclear warheads were part of the original deal. The
Saudis have conditional agreements to buy M-9 or
M-11 SRBMs from China

Syria

Nuclear. Syria has begun to show interest in acquir-
ing some nuclear fuel cycle technology. However,
because of long-term financial and technical con-
straints, Syria is unlikely to undertgke a nuclear
Wweapons program.

Chemical, Syria has an advanced CW program, The
program has concentrated on developing sarin in two
binary-type munitions: 500-kg aerial bombs and Scud
B missile warheads. Syria has obtained equipment

Turkey

Turkish military officials reportedly want an SRBM
or ATBM capability. Somne interest has been ex-
pressed in Pakistan’s Hatf I SRBM. The government
has provided its Tubitak Research and Development
Institute $5 million to begin an indigenous ballistic
missile development program,

United Arab Emirates and Gulf States

Ballistie Missiles. Dubayy purchased 18 to 24 Scud
missiles from North Korea in 1988, and Abu Dhabi
may have made a deal with China for 80 M-11
SRBMs io be delivered within the next few years.
Qatar was negotiating with Egypt to acquire Scuds in
mid-1990, but, since the Gulf war, it has shifted to an
cffort to obtain Patriot missiles from the United
States
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Yemen * China’s nuclear cooperation with Iran is growing,
North Yemen purchased SS-21 missiles from the Beijing is planning 1o supply Tehran with research
Soviet Union, and South Yemen purchased Scuds. reactors, a heavy-water reactor, and a number of

Both systems are operational with high-explosive war- pilot-seale nuclear fuel cycle facilities,
heads. We have no indication of further missile .
acquisitions or transfers{:l * Chinese nuclear cooperation with Brazil, Argentina,
alls Lnlte nas ocen growing over the past fow years.
Although there is no evidence of Chinese support to

East Asia and Pacific ’ sensitive aspects of North Korea's program, some
reports indicate that China has trained North Kore-

China an nuclear {echnicians,

China is a principal supplicr of weapons and related

technology and materials, China is a full-Redged Chemical and Biological. China has an offensive CW

member of the nuclear club, with a wide range of and BW capability, Chinese firms have become active

ballistic missiles ' and a panoply of other special or potential suppliers of CW precursors and produc-

weapons. China sells to others to fupd its own pro- tion technologies to Pakistan, Libya, Iraq, and Iran,

grams and to enhance its political influence world- Pressure from the

wide, United States has prompted the Chinese to limit some

sales, particularly to Irag and Libya, We remain

Nuclear. China joined the [AEA in 1984 but is not a  concerned, however, that Chinese enterprises wil
signatory of the nuclear Non-Proliferation Treaty attempt to provide CW-—and perhaps BW—materials
(NPT). China has not agreed to adhere to voluntary and technolo primarily for financial reasons.
intarnatinnnl ancnamana. S5 28 g wapuiis up ﬂ
nuclear materials and technology, though, in response
to criticism from the West, it has declared that it will  Ballistic Missiles. We estimate that Beijing plans to
not encourage nuclear proliferation, China’s contribu-  raise about $250 million per year—25 percent of jts
tion to the nuclear programs of developing coun- R&D budget for strategic defense modernization—
tries—especially Pakistan, Algeria, and Iran—is of from arms sajes abroad, A key component of these
conccrnL sales will be missiles angd missile-production technol-

ogy. Beijing has concluded conditional agreements to
* China has provided Pakistan with enriched urani- sell the 600-km-range M-9 SRBM to Syria and Saudi

um, the design of a 10-kiloton (kt) nuclear device, Arabia and is negotiating an M-9 sale to Iran; China
and assistance developing the high-explosive compo-  has sold the 300-km-range M-11 SRBM to Pakistan,
nents of a nuclear device., Beijing has since majn- Although both systems have encountered delays, we

tained high-leve exchanges of  anticipate the M-11 will be exported this year and the
nuclear scientists‘\ﬂm‘ﬁla‘ﬁﬁﬁﬁl_—lﬁ M-9 by 1992. China is also selling technological

- [ —— assistance to missile programs in Third World coun-
tries, For example, Chinese engineers have been
assisting Pakistan in the testing and production of its
Hatf I and Hatf II missiles, and Beijing has negotiat-

The Chinese are assisting in the construction ofa ed to provide Iran with production technalogy to

nuclear reactor near *Ain Oussera, Algeria. Some indigenously produce rocket motors, no -
reporting indicates that the Algerians jntend 10 use pcll::mts.[\—‘_mﬂ_mm_mL

it in a nuclear weapons program.

'See NIE 13-8-90), {Top Secret August
1990, Chinese Capabilities for Nucléar Conflier,
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Indonesia
Nuclear, We have no evidence that Indonesia plans to

Idimume ]

ndonesia,
however. is developing a civilian nuclear program,
including a research facility, which is probably oper-
ating and will be completed in the early 1990s.
Indonesia could become a supplier of nuclear products
and technology to other developing nations, but we
have no evidence they intend to.

Ballistic Missiles. Jakarta has an active sounding
r.cket acvelopment program and has announced plans
to develop a space launch vehicle (SLV). If the
government decides to go ahead and succeeds in
acquiring SLV technology and foreign assistance,
Indonesia could develop SRBMs by the end of the
decade. However, we have no evidence that Indonesia
plans to fund this program.

Japan

Japan is a strong advocate of nonproliferation. Japan,
nevertheless, has key technologies—including space
launch, nuclear, chemical, and biclogical—that wili

the mid-1980s, a 50- to 200-MW reactar. It is also
constructing facilities we suspect are for fuel fabrica-
tion and reprocessing. Upon completion, these facili-
ties would enable the North Koreans to produce and
separate weapons-grade plutonium, Depending on the
difficulties encountered, P'yongyang could have 2
plutonium-based nuclear device in Lwo to nve yeurs,”
Despite acceding to the NPT in 1985, P'yongyang has
failed to conclude a safeguards agreement or to
declare the facilities where we suspect a weapons
program is being undertaken, North Korea has de-
clared that it will not adhere to the provisions of the
NPT until the United States removes its nuclear
weapons from South Korea and guarantees North
Korea's security,|

Chemical.’ North Korea can produce nerve, blister,
choking, vomiting, and blood agents. P'yongyang may
possess the blood agent cyanogen chloride and the
nerve agent VX, We judge that some of these agents
have been weaponized, North Korea could easily
adapt its indigenously produced Scud missiles for CW
aenvery. INOTLE ROIta IUputely BIpAG Jian Lbiais
mustard agent and produce chemical mortar rounds
in 1986 and provided CW-suitable artillery shells to
Syria in 1989,

Biologizal. North Korea can produce conventional
infectious and toxin BW agents. It may hope to
acquire more advanced biotechnology and equipment
from China, the USSR, and Japan,

Ballistic Missiles, The North Koreans are providing
Scud production technology to Syria, Iran, and Egypt

tempt other nations]

andL Tare planning to

! See Volume {, page 4, for a statement of alternative, views. This
judgment updates those made in NIE 42/14.2-1-90 (ggbg

The Military Balance in Korea, 1990-95, and NIE 42/18.3-2-
90(: Warning of War in Korea, both of April 1990,
Those Estimates concluded that North Korea could )
nuclear explosive device by the middle-to-late 1950s

ive of North and South Korean

*Fora

North Kores

Nuclear. North Korea's nuclear program is of grave
cancern to the United States, South Korea, and
Japan. At its Yongbyon Nuclear Research Center,
North Korea has been operating a small (10- to
30-MW) reactor since 1987 and constructing, since

To ret

capabilitics, see CIA [ntelligence Assessment SW9L-10017CX, IA
91-10020CX @awh 1991, A
Technical Overview of North and South Karean CW Capabilllies.
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10 ret

scll SRBMs or components to Pakistan and Libya.
P'yongyang shipped Scud C missiles to Syria in the
spring of 1991. North Korea is developing a larger,
longer range missile—the No Dong-1, advertised as
1,000 km in range-—which we believe is intended
primarily fnr mvnart Thie mieils alen ranld he need
against allicd facilities in Japan that would support
South Korea if war on the peninsula again erupted.
Engine testing for the new missile may be under way,
and the production technology is being offered 1o

10va

Ballistic Missiies. South Kerea began deploying the
50uU-km-range Hyonmu SSM in late 1987. Seoul
intends to produce 90 Hyonmus—a derivative of the
US Nike Hercules SAM—over the next 1S years but,
under US pressure, is redesigning the guidance sys-
{em to reduce its range below the MTCR threshold.
South Korea has announced plans to develop sounding
rockets and SLVs. South Korea could combine this
technology with Hyonmu technology to develop
MRBMs by the end of the decade.

Taiwan
Nuclear. Taiwan has sufficient technical and industri-
al capacity to develop nuclear weapons.

South Korea
Nuclear. South Korea halted its nuclear weapons

program in 1976]

We iave no inconiroveriible
evidence that Taijwan has renewed its weapons pro-

gram, but it could produce a weapon within 10 years
should it decide to do so,

To%cret
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also announced that jt does not intend to pursue a
SLV program, it is developing a wide range of tactical
missiles and could readily turn that technology toward
a ballistic missile effort, Taiwan, well aware of the
ballistic missile threat jt faces from China, may be
CONSIdrring convarting nne of ite @A M Snen ~n
ATBM. Tajwan may also conduct research on baliis-
tic missiles or space Jaunch vehicles|

L ]

Ballistie Missiles, Taiwan has suspended work on
two programs and does not have a ballistic missile
currently under development. Although Taiwan has

13

Vietnam

Ballistic Missiles. Vietnam has 18 Soviet Scud mis-
siles. North Korea may have offered to provide
additional missiles to Hanoi—possibly Scud CSD

Chemical and Biological, We believe Vietnamese
forces have tested and trained with various CW
agents, but we lack information about stockpiles,
Vietnam is reported to have received chemical and
biological weapons and technology from the USSR
and to have used chemical and biological weapons in
Laos and Cambodia in the 19705 and early 1980s.

Wt
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South Asia

Afghanistan

Ballistic Missiles, Afghanistan continues 1o receive
Scud missiles from the Soviet Union and has fired
over 1 901 nosingt the resistance durine the Afghan
civil war. Some of these landed in Pakistan within 30
km of Islamabad. We anticipate that the usc of Scuds
will gradually subside as the Soviets cut back deliver-
ies

Burma

Chemicals. Burma has a small chemical weapons
production facility, built with West German assis-
tance in the early 1980s. The facility originally
produced laboratory amounts (about 500 liters) of
mustard but now probably is not producing any, Some
ethnic insurgents in Burma claim that the Burmese
Army has imported ¢hemical weapons from China to
use in an offensive against them; these claims have
not been verified.

India
Nuclear. India conducts a wide range of unsafeguard-
ed nuclear activities and probably could quickly pro-
duce as many as 20 devices|

India has continued nuclear weapons
R&D and has accelerated these efforts in recent
years.

Biological. We suspect that India may covertly devel-
op an offensive BW program in response to Pakistan’s
program. India has a very large scicntific and techni-
cal cadre and produces pharmaceuticals, vaccines,
and antivenoms. This infrastructure could provide
caver for both BW R&D and BW-agent production.

Ballistic Missiles. India will continue to develop
ballistic missiles, primarily to deter China and Paki-
stan. India also will continue its ambitious SLV
program that enables it to obtain dual-use technology.
India is marginally self-sufficient in most aspects of
missile production technology, but it requires foreign
assistance to develop reliable guidance and control
systems and to obtain high-quality materials. Within
the next year or so, we anticipate India will deploy
some Prithvi SRBMs. By the end of the decade, India
could deploy the Agni MRBM, which most likely will
have nuclear warheads. India wants to market some
of its missiles and technology abroad, mainly for
cconomic reasons.

Pakistan

Nuclear. Pakistan has a viable nuclear weapons de-
sign and has components that it could assemble into
nuclear devices on short notice. Neither Pakistan’s
extensive uranium enrichment plant nor its laboratory-
scale plutonium reprocessing facility is under interna-
tional safeguards. Pakistan is constructing a plutoni-
um production reactor and is likely to expand its
reprocessing efforts in order to produce plutonium and
increase its nuclear weapons design options,

To|

ret
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Figure 9
South Asia: Selected Special Weapons Facilities and SRBM Capabilities
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Ballistic Missiles. Pakistan can make rocket motors
and some‘unsaphisticated components of ballistic
missiles but will remain highly dependent on foreign
supplicrs for the next three to five years, Pakistan
produces one SRBM, the 80-km-range Hatf I that
may now be operational, By 1995, Islamabad could
produce the 300-km-range Hatf II or the Chinese
M-11 (Hatf III), but it will require continued Chinese
assistance. ‘I'he Hatf | and i are not accurat.

Pakistan more likely will concentrate on

developing the M-11

China has already delivered a protofype
and supporf equipment for the M-11 and is expected
to deliver missiles and production technology begin-
ning in late 1991. With continued Chinese assistance,

Pakistan probably will be able to begin production of
s missile in the e 1950s] ]

Sub—thnn;n Africa

South Africa

Nuclear, South Africa has produccdd:]
@wcapons-gmdc enriched uranium, has

conducted extensive nuclear weapons R&D activities,
and has the technical capability to assemble nuclear
weapons on short notice,

The
South Africans are developing centrifuge ar!d laser
isotope separation enrichment techniques that could
enhance their ability to produce weapons-grade mate-
rial. South Alfrica has aceeded to the NPT and said it

will negotiate with the IAEA to extend international
safeguards to its facility that produces low-enriched
uranium, Signing the NPT would force South Africa
to compile an inventory of enriched uranium and to
decide how ta dispose of the weapons and weapons-
grade materials it has produced

Chemical and Biological. South Africa conducted
research on nerve agents in the 1960s. It has substan-
tial expertise and the requisite technical infrastruc-
ture to produce CW or BW agents, so further moni-
toring is warranted

Ballistic Missiles. South Africa will continue to
cooperste with Israel in developing an MRBM or a
spacs launch vehicle. Pretoria has twice tested mis-
siles indistinguishable from the Ya-1 SRBM and is
probably receiving technology to produce the Ya-3
MRBM. We estimate South Africa could produce a
prototype nuclear-armed MRBM in the next three to
five years should it continue this program, but Pre-
toria may limit itself to a cooperative space launch

program wiii israci.I:l

South America

Argentina
Nuclear. Although Argentina has fuel cycle facilities
that are not safeguarded, we believe that the Menem
administration wiii ot attempt to develop nuclear
weapons. Argentina is taking st*ns toward a bilateral
nuclear safeguards regime with Brazil, as weil as a
joint Argentine-Brazilian full-scope safeguards agree--
ment with the IAEA, and the government is commit-
ted to accede to some form of the Treaty of Tlatelolco.
Also, the administration is reluctant to engage in
sensitive nuclear exports that might harm relations
with the United States|
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Figure 10
South Africa: Selected Nuclear and Missile Facilities
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Ballistic Missiles, The Menem administration has
frozen development of the Condor I ballistic missile
and is attempting to dismantle the project, The Air
Force may be willing to destroy its inventory and
production facilities in exchange for US financjal
incentives, Nevertheless, some Argentines who have
invested heavily in Condor—including military offi-
cers, defense officials, and contractors—certainly will
try to preserve the option to resume the program.
Even if a new government permits resumption of the

program, Argentina would be unlikely to develon.an

operational missile by 1995

Brazil
Nuclear. Brazil has been working with Argentina and
the IAEA to negotiate regional and full-scope safe-

. guards agreements and has pledged to bring the

17
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Treaty of Tlatelolca into force, Brazil's nuclear pro-
gram is particularly complex in that each of the
military services has its own projects, which receive
technical assistance from civilian institutes. Although
the Collor government has acted to institute civilian
oversight of the military’s nuclear projects and halt
the development of nuclear weapons, one or more of
the military’s projects probably will continue. We
believe that Brazil will not develop a nuclear weapon
during this decade, but the military’s projects should
be regularly monitored

Ballistic Missiles, Brazil's Sonda IV program is
designed to produce an SLV, and some Brazilian
military and industrial leaders plan to use this pro-
gram to develop a long-range ballistic missile. These

To ot
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Figure 11
South America: Selected Special Weapons Facilities
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plans are not yet viable. Lack of funding, US diplo-
matic pressure, and MTCR controls have slowed
progress. Brazil, however, hopes to maintain the
program and is negotiating with the Soviet Union and
France to provide use of the Alcantara launch facilit
in return for assistance and technology,

Cuba
Ch l. There is no cvidence that Cuba possesses

Some sources believe the
onda IV—a powerfu] sounding rocket capable of
carrying a 500-kg payload to an altitude of about 650
km—could be operational in the next three to five
years, Others believe the SLV program is foundering,

Its fate is likely to be determined by th
foreign assistance provided.’—_y__ummr—

v

Jthe Brazilian Govern-
ment has submitted a draft law banning ex-govern-
ment employees from contracting their expertise in
technologically sensitive areas to foreign nations, Bra-
zil also is considering adhering to MTCR guidelines.

Chile

Nuclear, All of Chile’s nuclear activities are safe-
guarded, and Chilq apparently has no intention of
developing nuclear weapons. Nevertheless, the mili-
tary has control of Chile's research program, and
some aspects of the nuclear fuel cycle that could have

application to a weapons program have been under
way on a laboratory scalel

l:Centrnl America

19

Cucinical weapons. Despite claims by Angolan insur-
gents that chemical weapons were used against
them—possibly by Cuban forces—we have no reliable
reporting to confirm such use. The Cuban military
practices defenses against chemical warfare, but we
have not abserved the structural adjustments in the
Cuban military that would normally be associated
with an offensive CW program,

Biological. We suspect that Cuba has an offensive
biological warfare program that is presently in the
research phase. Cuba recently opened a sophisticated
biotechnology center with areas closed to foreign
visitors. This center manufactures commercial prod-
ucts but also may secretly be working on the develop-
ment of agents that could be directed against US
agLivbiie, Wo have not UUSEIvEd In Luba the type ot
military activity that normally would be associated
with a battlefie]ld BW program,

Soviet Union and Exstern Europe

Political change in the Soviet Union and Eastern
Europe has opened a new era in their respective
approaches to specia) weapons, The USSR has the
potential to become a major supplier of weapons of
mass destruction, along with related material and
equipment, but much depends on how its domestic
cconomic and political situation unfolds

New governments in Eastern Europe, anxious to
develop favorable political and economic ties 1o the
West, are amenable to controls. Nevertheless, eco-
nemic pressures are likely to weaken these govern-
ments' willingness to implement controls. Prague’s
recent decision to reverse its ban on arms exports is a
case in point, As East European countries shift to
market economies, and as they agree to disarmament

— — i proved for Release: 2012/08/06_ ; o
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measures that limit domestic demand for weapons,
their industries will come under great pressure to
export technology for hard currency. Moreover, East
European nascent export control systems are not
likely to be effective in preventing diversions through
their territory. The weakness of central governments
in countries like Yugosiavia and Buigaria cousurains
their ability to halt transshipments,|

USSR

Our chief concern is that the Soviet Union, constitu-
ent republics, or Soviet citizens could become suppli-
ers of special weapons technology or expertise, This
concern derives not from hard evidence about Soviet
intentions but, rather, from the possible consequences
of Soviet économic decline and political fragmen-
tation:

+ The Soviets might agree to supply systems, technol-
ogy, and expertise in return for hard currency.

* We are concerned that the increasing breakdown of -

central CONLTOL MIGHL ENabic S0te Suvict viganicas
lionsl:'or those of constituent republics,
to surreptitiously engage in weapons or technology
transfers.

* Unemployed specialists from the Sovict Union
might seek employment with countries seeking to
export or to acquire special weapons,

Nuclear. The Soviets have been strong supporters of
[AEA safeguards, and all the pertinent facilities are
covered by safeguards. Within [AEA obligations,
Moscow has supplied nuclear research facilities to
North Korea, Libya, Egypt, and Iraq and nuclear
power reactors to Cuba (now under construction),
North Korea (site preparation), and possibly India
{discussions are now under way). We believe these
facilities are not used in weapons programs. Neverthe-
less, these countries do acquire knowledge and experi-
ence through these facilities that can be applied to
weapons programs. Should Soviet controls weaken,
Sovict technology and expertise could become more
readily available for these programs.

Chemical jand Biological. The Soviet Union probably
helped set up the Chinese CW program in the 1950s

=

To

et
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he Soviet Union
reporiedly provided chemieal and biological weapons
to Vietnam, Afghanistan, and perhaps Ethiopia. The
Soviets were involved in the establishment of Cuba's
new genetic engineering facility that is suspected of
conducting BW research. The extent of Sovict in-
VUIVGLIGII L Lot A UBS alise 10 titmai wase © rveue e
less, as in other categories of special weapons, the
Soviets have expertise and technology that increasing-
Iy might become available in the event of economic
and political breakdown

Ballistic Missiles, The USSR was the chief supplier
of ballistic missiles to the Third World through the
1980s. It still supplies Scud missiles to Afghanistan.
The Soviets have agreed to join the MTCR—they are
not yet members because of disagreements over the
conditions of their membership—and have exercised
increasing discretion in transfers over the past few
years. The Soviets, nevertheless, are involved in space
launch-related activities that could contribute to pro-
liferation. For example, Moscow has contracted to
Lansiu vy Opdiic Sagingt and producting tachaalngy
to India's space launch program, which could assist
New Delhi's ballistic missile production efforts. The
Soviets also have offered to assist the Brazilian SLV
program,

Bulgaria

Chemical. We suspect Bulgaria maintains a supply of
chemical weapons, and some research on CW may be
conducted in Sofia. The Bulgarians reportedly are
reluctant to give up these weapons but plan to sign the
chemical weapons convention. If its policy changed,
Bulgaria might be able to equip its SRBMs with
chemical warheads

Biological, Bulgaria has been involved in some phases
of BW research but probably has not produced or
stockpiled BW agents.

Ballistic Missiles. Bulgaria has SS-23 and Scud
SRBMs supplied by the Soviet Union. We have no
evidence that Bulgaria plans to improve its SRBM
capabilitics or to transfer weapons or technology to
other countries

L
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Czechoslovakia

Nuclear, Skoda Works in Czechoslovakia has been
producing nuclear reactors of Soviet design for several
years. Most of these have gone to other East Europe-
an countries, Skoda may market its capabilities more
widely in the Third World and may offer a wider
ratggy u;xudw.ul LY P,

Chemical. Czechoslovakia has produced chemical
agents and weapons. We do not know if the new
government has maintained this capability.

Release: 2012/08/6

Biological, Although several facilities in Czechoslo-
vakia may have been involved in research with BW
applications—including military tests of aerosols—
there is no strong evidence that Czechoslovakia has an
offensive BW effort. There is also no evidence that
Czechoslovakia is supplying other nations.

Ballistic Missiles, Czechoslovakia received S$8-23,
S§8-21, and Scud SRBMs from the Soviet Unjon |

Hungary
Chemical. Hungary produces a variety of chemicals

and equipment suitable for use in CW-agent produc-
tionbﬂungary is not likely to become
chemical weapons stald——;_a&

Biological. We have no evidence that Hungary is
producing and stockpiling BW agents, However,
Hungarian facilities reportedly have been involved jn
BW-related research] :

21
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Ballistic Missiles. Hungarv has one hrisadm nf Sowi.
et-supplied Scuds. It has high-quality guidance tech-
nology and basic propellant-production technology
that might be marketed in Jess developed countries,

Poland

Ballistie Missiles. Poland has Soviet-supplied Scud
and S5-21 SRBMs. However, we see no evidence that
Poland plans to turther develop its missile force.
Polish industry could provide dual-use equipment and
services for Third World special weapons

Romania

Nuclear. Romania is building one of the largest
heavy-water production facilities in the world, It is
developing more heavy-water capacity than it needs

Chemical, Romania maintains
tion of CW agents

pucharcs 25 lighlened export contrals and
5 expressed interest in Joining the Australia Group

and the MTCRL

plants for the produc-

-
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Ballistic Missiles, Romania has Soviet-supplied
Scuds. Before Ceausescu’s ouster, the Romanians
were reportedly involved in the Condor missile pro-
gram__

Romanian industries may become a source of propel-
lant technology for other Third World missile pro-
grams,|

Vuzoalavia
Yuguslavia has industrial facilities that can produce
CW-agent precursor

Precursors have been sought from Yugosla-—
via, but we do not know if they have been supplied.

|As Yugoslavia col-—
lapses and republics become independent, controls
ilitj d loosen

Western Europe

West European involvement in the transfer of special
weapans materials and technology will most likely
become more complicated as economic and political
integration occurs.

P
]

To, ét
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Although West European governments generally are

_beginning to show rencwed interest in identifying
arms trade offenders and strengthening export con-
trols, coming to agreement may involve only;

eneralized set of rules [or handllng castoms,
licensing, and other export controls!

nology.|

Besides the countries discussed below, several smalier
European entitics—Liechtenstein, Luxembourg, and
other countries, principalities, and territories—also
have companies with expertise and technology appli-
cable to special weapons programs that will be targets
of acquiring states

Austria
Austria has served as a key transit point for gray-
market trade in special weapons materials and tech-

Austria has recently joined the Mu,nﬂirrlrrs—J

adopting MTCR guidelines, This probably will result
in some improvements to Austria's controls on those
groups that attempt to use Austria for ballistic missile
programs development,

Belgium
Belgian firms have the expertise to provide special
weapons materials and technical assistance
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material or equipment, Negotiations with Pakistan for
the supply of a nuclear plant will be set back if the
new approach is adopted,

We anticipate that the French aerospace industry—as
it has with Brazil—wi|) continue to nrese the envern.
ment to approve major contracts with countries that
Denmark have SLV development programs. French industry
Danish firms have technology and equipment sought _ will claim that these programs can be monitored to
by proliferating countricsr_—_L—g* ensure that the recipicnts do not divert technology

into ballistic missile programs,

France .
French companies have been extensively involved in

the transfer of materials and technology associated
with special Wcaﬁns dcvelopmcntlb

T

The French Foreign and Defense Ministries are push-

ing for a reconsideration of longstanding French

nuclear export palicy, France now requires that only

French-supplied materia] and equipment be safe.

guarded; the government is contemplating a require.

ment in which countries accept saflcguards on al/ their
. nuczcar activities before French firms can supply

23 mt
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The former East German military had a very active
CBW research program, and the East German Chem-
ical Troops helped set up a defensive chemical war-
fare training area in Iraq. We are attempting to
obtain information on the GDR’s past program and
passible involvement in proliferation

We have no evidence that unified Germany is in-
volved in an offensive BW program or supplies tech-
nology specifically intended for BW proliferation.

Italy

Like Germany, Italy is s favorite target of countries
such as Iraq, Pakistan, and Libya that organize front
companies and engage in other similar techniques to
avoid export cantrols. The Italian Government has
taken action to block some transfers but has not
always been successful

TopSpcrat 24 ‘
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Switzerland
Swiss companies have material and technology sought

Netherlands
The Netherlands produces technology and materials
iferating countries. € COnse! A
Urgpean consortum that has supervised the develop-
ment of the Condor II in Argentina and has marketed
its missile expertise around the world, uses Switzer-
land as its base of operations)

United Kingdom

Several countries that want special weapons have
Spain established front companies in the United Kingdom in
Sranith comnanies will most likelv continue to be order to obtain controlled materials and technology.
targeted as sources of expertise and materials. In response, the United Kingdom has cooperatea
closely with the United States in trying to prevent
transfers of materials and technology and is shorin

Sweden
Like other West European states, Sweden has ad-
vanced technology that could be supplied to special

weapons grolifcrators!

TopSacret 26
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Annex B

Weapons and Technologies

Nuclear Technologies

The production of nuclear Weapons requires a variety
of complex, advanced industrial technologies that are
expensive and difficult for most Third World conn-
tries. The biggest hurdle for most countries is the
production of special nuclear material that forms the
core of the weapon. Highly enriched uranium (HEU)
is obtained by separating uranjum isotopes, Weapans-
grade plutonium is produced by irradiating uranium
in a reactor. Other technologies are needed to assem-
ble a nuclear device and make the device into a
deliverable weapon.

Uranfum Enrichment

Gaseous diffusion has been used on a large scale to
enrich vranium by the five declared nuclear weapons
Stdles—tne United States, USSR, the United King-
dom, France, and China, Argentina has a gaseous
diffusion plant, but the plant has serious technical

problems, is currently not operating, and probably is
incapable of producing HEU{—il

Electromagnetic tsotope separation (EMIS} is an
early but very costly methad used to produce HEU; it
is reliable, and the technology is publicly available,
The United States used this method for the “Little
Boy" bomb dropped on Hiroshima, The process re-
quires expensive facilities, is labor intensive, and
consumes large amounts of electrical power. Iraq had
a large EMIS development effort under way before
the war in the Gulf|

The gas centrifuge Process has emerged as the tech-
nology of choice for many small-scale producers
because it is less costly to operate and the technology
is relatively easy to acquire. Commercial centrifuge
plants are operated by the United States, the Unjted
Kingdom, Germany, Netherlands, Japan, and the
US§R. China plans to use centrifuges to enrich
uranium for power reactor fuel. Pakistan produces
HEU in centrifuges; South Africa, India, Brazi

rn dAeraloning ths gostoar Tieu
ad a centrifuge development effort before the Per-

Aerodynamic separation was used by South Africa to

produce enough HEU for severa) weapon: il
constructed a small pilot plan Both
are now abandoning this process Becatise g its high

power consumption and the difficulty in obtaining
certain unique componcnts.l:xl

Chemical separation processes have been developed
by France and Japan, It was originally advertised ag
proliferation-proof because it supposedly could not be
used to produce HEU., It has now become clear that
these processes can be used to enrich uranium eco-
nomically using mostlv standard Faninmant and mata
rials

Laser isotope separation (LIS} is being developed as a
low-cost commercial enrichment method by the Unit-
ed States, France, and the United Kingdom, All the
cquipment needed to conduct LIS research is com-
mercially available, but enrichment plants require
special high-power lasers and aother technologically
advanced equipment,|

Plutonium Production

Plutonium is produced when natural or low-enriched
uranium is inserted in an operating nuclear reactor,
either as a fuel oras a target material. Many different
types of reactors have beep built, and the pace and
suitability of plutonium produced for weapons vary
with reactor type.

Graphite reactors were the first nuclear reactors byilt
and are among the least technically demanding. The
majority of US Wweapons-grade plutonium and virtual-
ly all weapons-grade plutonium in the USSR, the
United Kingdom, France, and China have been pro-
duced in graphite reactors, North Korea has a small
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graphite reactor that began operation in 1987 and is
building a much larger one, Pakistan is developing
this type of reactor, and the Brazilian Army is
planning to construct one,|

...
PRYern

India as a source of plutonium for weapons, and
Pakistan is building one for this purpose. Algeria is
believed to be building a heavy-water reactor for
plutonium production. Taiwan had a heavy-water
research reactor that was decommissioned in the late
19805 - |
Heavy water is produced in Canada, the USSK,

India, Romania, Norway, and China

mrmatner hovus haan sead hu Terasl and

Light-water, reactors arc the most widely built type of
power and research reactors. They do not produce
plutonium as efficiently as either graphite or heavy-
water reactors. Only the USSR has used this type of
reactor to support a weapons program. Israeli suspi-
cion that Iraq might have attempted to do so with the
Neirak reactor led to Tsrael’s 1981 bombing of that
facility.

Fast-breeder reactors have been developed in the
USSR, France, Japan, and India. Should this technol-
ogy become commercially competitive in the future,
large quantities of plutonium will be produced and
move through international nuclear markets

The second step in obtaining weapons-grade plutoni-
um is its separation from other elements in the
irradiated material through fuel reprocessing. Al-
though the separation technology is not especially
complex, the safety measures required to handie
highly radioactive and toxic material demand carefui-
ly designed equipment and facilities.

Other Technologies

Nations intent on building an indigenous nuclear
weapons capability face additional challenges in de-
signing and manufacturing nuclear devices and mak-
ing these into deliverable Weapons:

» Weapons design. The two basic types of first~
generation nuclear weapon designs are “gun as-
sembled™ and “implosion assembled” (referring to

T6

ret

the method by which a supercritical “assembly” of
fissile material is created), While implosion-assem-
bled devices are more efficient—in terms of yield
per kilogram of fissile material-—they are more
complex designs, requiring good conventional explo-
sives capabilitv. extensive shock-wave physics exper-
tise, high-speed diagnostics equipment, and hydro-
dynamic test facilities. The technical know-how
required to build either type of weapon can be
gleaned from open sources,

Manufacture, Manufacturing a nuclear weapon re-
quires the ability to machine toxic, radioactive, and
explosive malerials to relatively small tolerances.
Nuclear weapons are manufactured using precision
machining equipment in well-ventilated, glove-box-
type facilities, *

¢ Testing. Detonating nuclear devices in the atmo-
sphere or underground requires a suitable location
but presents little technological challenge. Third
World countries may view tests as unnecessary and
undesirable.

.

Weaponization. Weaponizing a nuclear explosive
device requires electrical engineering expertise and
reliable electronic components, including power sup-

pl%’é' capacitors, detonators, and high-speed switch-
C!

Chemical Weapons ’

Chemical agents must be produced in ton quantities
to be significant in a conflict. The most common
agents—blood, blister, choking, and nerve agents—
are the products of specific precursors, They some-
times can be identified when equipment and materials
characteristic of their production-are obsexved.D

Precursors are the chemicals from which an agent is
synthesized, Some precursors are rarely used outside
CW-agent synthesis. Others, such as sodium fluoride,

' See Weapons and Space Systems Intelligence Committes
{WSSIC), The Chemical and Bilogical Warfare Threat: Collection
Support Brief (DCID, 10014-91), March 1991, for an authorilative

categorization of countrics with *‘confirmed™ or “suspect” pro-
grams and detailed discussion of the nature of the lhrult}
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Chemical and Biological Warfare Agents
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however, are common and have a variety of commer-
cial uses. A robust international trade in the latter
makes the identification of illicit use difficult. More-
over, when some countries—such as the United
States, Japan, and countries in Western Europe—try
10 CONLIUS GLELLIVAT ABUIE PITiviaiun Wy & ot suisg
shipments of precursors, countries such as Libya and
Iraqg find new suppliers.

New toxic chemicals are on the way. The chemical
industry produces intermediate and wasts products
that have properties that make them attractive as
chemical agents, Some of these byproducts of legiti-
mate chemical manufacture can be easily hidden.
Some can penetrate gas masks,

Biological Weapons

Although commonly grouped with chemical weapons,
biological weapons are unique, comprised of living

Ul Bumisine and e prodicls 3f Bving srpanieme Theea
include: human, plant, and animal pathogens such as
viruses, bacteria, and rickettsia; toxins and venoms
cither whole or fragmented; and other biochemicals
that can have a deleterious cffect on humans, plants,

or domestic animals.|

Biological agents can be highly effective, cven in
small quantities or at very low concentrations. Signifi-
cant quantities'of these agents are, therefore, much
harder to detect and casier to transport than chemical
agents. Living agents often can be passed from one
person toanother, spreading the effect far beyond the
area of original dissemination. Moreover, as modern
warfare coneentrates on the destruction and denial of
supply and logistics, biological agents used behind the
lines can be highly effective; they often can be
surreptitiously disseminated with only a small risk of
detection and retaliation,

In their simplest form, biological agents can be
obtained from culture collections, hospitals, biomedi-
cal research laboratories, and even soil samples. Some
sophisticated programs incorporate genetic engineer-
ing techniques that can make the agent difficult to
detect and hard 1o protect against or, in some in-
stances, make it nearly impossible to treat casualtics.

To et
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The growth of pharmaceutical and agricultural bio-
technology industrics worldwide over the past decade
has enabled developing countries to produce biological
agents, These countries ordinarily establish an organi-
zation for rescarch, development, testing, and produc-
tin cfogontn shetin ceaavats from the mainatrenm of
their legitimate biological endeavors. Sometimes this
organization is part of the military or is subordinated
to it, Countries are, however, increasingly aware that
establishing a program in conjunction with the mili-
tary is a tipoff, so they are beginning to hide their BW
work behind legitimate activities

Ballistic Missiles

Range and Payloads

Since Third World test programs are often cursory,
most of the data on the ranges of missiles discussed in
this Estimate are necessarily speculative.* Most Third
World ballistic missiles are SRBMs (less than 1,000
L'm in ranas) bt same countries are working on
MRBM:s (1,000 to 3,000 km). The CSS-2 is technical-
ly an IRBM (3,000 to 5,500 km); none are working on
ICBMs (more than 5,500 km)

Both payload weight and flight profile affect missile
range. Israel developed the Shavit SLV from its Ya-3
MRBM. If Israel, in turn, converts this SLV to a
ballistic missile, the result would be an IRBM or
ICBM, depending on the payload. Similarly, Indian,
Brazilian, and other SLY programs could lcad to the
development of ballistic missiles with extended
ranges. During the period of this Estimate, the Ya-3,
the Agni, and perhaps the Nodong-1 missiles most
likely will be able to deliver large payloads over 1,000
km.,

The type of warhead is crucial to missile effectiveness.
In the Third World, missiles generally have rudimen-
tary guidance systems, so that even heavy convention-
al warheads are of marginal military value. The

* Authoritative analyses of these systems arc included in DIA’s
FProliferation of Missile Technology to the Third World (VPT-
10008-177.51), March 1991, NPIC's Third World Ballistic Mis-
sile Proliferation 8341/90), July 1990, and WSSIC's AMis-
sile Proliferation: Collection Support Brief (DCIC 10031-90), June
1990)[
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*Figure 14
Comparative Effocls of Air and Ground Bursg
Warheads Against Urhan Centers (Tel Aviv, Israel)
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Ballistic Missile Systems

H Range (kilometers) Payload {kilograms)a Comments
Agni 2,000 - 1,000 - Flight-tesied
8610 150 200 v Exparted; Aka C55-8, 8610
Condor 1 900 500 Prototype
CsS2 3,000 2000 Deployed
Hayl ¢ 30 450 Deployed
Ha H . 300 450 Flight-tested
Hyonmu 5008 500 ] Deployed; Aks NHK-2
Iragi Scud 600 300 Used; Aka Al Husayn
raqi Scud 500 500 Used; Aka Al Abbas
600 500 Flight-tested; Akn CSS-X-6
300¢ 300 Flight-tested; Aka CSS-X-7, Hatf Il
200 500 Deployed
1,000 1,000 Prototype
N 150¢ 1,000 Flight-tested
Seud B ; __Sw [ Taua
Scad C 500 750 Exported; Aka North Korcan Scud
$5-21 e 70 500 Deployed; Aka Scarab
SS-;.}._._ _— 400 700 Deployed; Aks Spider
Yaol s 500 1,000 Deployed; Aka Jericho [ R
Ya-2 1,500 1,800 Flight-tested; Aka Jericho 11
Notes:

+ Nominal for the ranges speeified; warheads normally weigh 200
kg less than payloads, which include reentry vehicle structure and
fuzing mechanisms,

b Repartedly constrained 1o 250 km by its guidance system at this
Lime {May 1991),

« May have a 400-km maximum range.

¢ May have a 250-km range with a 500-kg payload.

MTCR payload threshold of 500 kg was chosen to
severely constrain Third World nuclear delivery capa-
bilities, since payloads with first-generation nuclear
warheads are likely to exceed that weight

The MTCR weight limit, however, is much less
meaningful for chemical or biological warheads,
which can be much lighter than nuclear warheads but
still cause heavy casualties if detonated over targets or
in salvos. For example, a few CW warheads or a

Wt

single BW warhead detonated over an urban arca
could inflict massive civilian casualties (see figure 14
for an example of the hypothetical lethality of a single
accurately detonated 1,000-kg CW warhead). Several
lighter CW warheads or a single BW warhead would
be even more lethal. Consequently, some countrics are
now proposing that the MTCR payload threshald be
lowered or eliminated.
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Figure 15
Missiles: Range and Payload
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 For un excetlent account of crise missiles and their range-
pityload capabilitics, see RTTYI-100007, Junuary 199):
The Worldhwide Market Joar Uniunned Air Vehicles (U4 vi:
Nene Custenners and New: Missions.

The Mirach-300 is an Jtalian system suitable for

e or strike missions; Model 324 is an Egyptiun
VAV for reconnuissance, but the paylaud js about the sume
us the US Tomuhawk missile,
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As the decade progresses, several Third World nations
are likely to acquire cruise missiles. These will present
particularly complicated challenges to MTCR thresh-
olds, since they typically carry light payloads over
very long distances, Moreover, advanced acrospace
INAUSLIIES Wl MATKE( 4PPUCAUIE PIOPULSION B0k & ik
ance technology in the Third World during this
period

Technologlea Convertible to Ballistic Missile
Programs

The propulsion subsystems for sounding rockets,
SAMs, and SLVs are suitable for conversion to
ballistic missile propulsicn, Whea a country decides to
build an SLYV, it generally derives the initial version
from a ballistic missile As the SLV technology is
developed, it may then be rapidly redirected toward
the improvement of ballistic missiles. India, for exam-
pic, is combining SLV and SAM technology in devel-
oping the Agni. Brazil hopes to convert its large
Sonda-IV rocket to an SLV., Once the technology and
LGRS NS TUh Ll ot Ul UL Sty wid s
recovery of scientific payloads are acquired, they can
be adapted fairly casily for use in ballistic missiles
and can be transferred to other countries

To| ot
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Reentry vehicle design, whatever the warhead (con-
ventional, nuclear, chemical, or biological), requires a
structure that will accommodate the size and shape of
the payload, minimize weight, and survive reentry.
SRBMs reqmre relanvely unsophxstxcated rccmry ve-
fiviv swnumu‘; FITTT bu\q [ RN iy PSSt
ful, velocities, Aerodynamic modeling and precise
guidance nevertheless remain crucial for the reliable
performance of SRBMs against military targets. Re-
entry vehicles carried by MRBMs, IRBMs, and
ICBMs experience high temperatures and dynamic
stress during reentry. Maintaining accuracy during
these reentries requires special materials, advanced
fabrication technology, and sophisticated modeling to
predict, for example, shape changes caused by heating
during reentry,
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Annex C

Control Regimes

Nuclear

The nuclear Non-Proliferation Treaty (NPT)—signed
by 140 nations—forbids nuclear weapon states from
transferring nuclear explosives to any other state or
assisting nonnuclear weapon states in manufacturing
or otherwise acquiring nuclear weapon or explosive
devices, It also forbids nonnuclear weapon states from
receiving, manufacturing, or acquiring nuclear weap-
ons or nuclear explosives and requires them to adopt
full-scope safeguards applied by the International
Atomic Energy Agency (IAEA), It also requires the
application of IAEA safeguards to any nuclear mate-
rial or facility that a party may provide to another
nonnuclear weapons state. Several key countries have
not signed the NPT: China, India, Pakistan, and
Isracl. The Zangger Committee develops a trigger list
ui ibeuis ittt Pas v vall VApULL vuly untes

safeguards

The IAEA develops and applics safeguards on de-
clared facilitics in NPT member countries, These
safeguards are designed to detect and deter diversion
of nuclear material to military purposes. Some nonsig-
natory states have accepted safeguards on imported
facilities when it is required by the supplier. Histori-
cally, inspections of safeguarded facilities have been
scheduled periodically rather than “on demand.”

The Nuclear or “London " Suppliers Group consists of
states that have made unilateral commitments to
require safeguards as a condition before they will
supply certain items specified on a list developed by
the group. In addition, this group has formed a
working group charged with developing new and
detailed multilateral controls to be placed on nuclear-
related dual-use items

35

Chemical and Biological

The 1925 Geneva Protocol intends to prohibit the use
of asphyxiating, poisonous, or other gases and bacteri-
ological agents, It does not prohibit the manufacture,
stockpiling, or even the sale or transfer of CW and
BW agents, The protocol was signed with reservations
by most parties, usually that the protocol ceased to be
binding against an enemy that did not observe its
provisions,|

The Conference on Disarmament in Geneva is negoti-
ating a comprehensive, global, and verifiable ban on

all chemica! weapons. In 1989, 149 nations issued the
Paris Declaration calling for a ban on CW. However,
negotiations have not successfully concluded a treaty.

The Australia Group is an informal group of 20
countries whose representatives meet twice 2 year to
review chemical and biological weapons proliferation,
It encourages members to harmonize and impose
national export controls on precursor chemicals and to
control chemical- and biological-agent production
technology and equipment

The Biological and Toxin Weapons Convention
(BWC) was negotiated in 1972 and entered into force
in 1975. Thus far, 111 countries are signatories
including the United States, the United Kingdom,
and the USSR, the depositories for the Convention.
Officially entitled the “Convention on the Prohibition
of the Development, Production, and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and

To C.
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Figure 16
Control Regime Membership
April 1991
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on Their Destruction,” its first three Arficles contain

these key provisions:

* Article I forbids any country to develop, produce,
stockpile or otherwise acquire or retain any biologi-
cal agents or toxins, except for peaceful purposes, or
to develop weapons to deliver such agents.

* Article i1 requires signatories to destroy or to divert
to peaceful purposes any agents, toxins, weapons,
cquipment, or means of delivery they possess within
nine months.

* Article IIT requires that none of the agents, toxins,
weapons, equipment, or means of delivery possessed
by a country be transferred to any recipient whatso-
CVer.

Ballistic Missiles

The Missile Technology Control Regime (MTCRY) is
the international mechanism for controlling ballistic
missile technology. It was announced in April 1987 by
the United States and its six economic summit part-
uers—1ine united Kngdom, Japan, trance, Germany,
Italy, and Canada. The MTCR essentially is a non-
binding agreement to restrict the transfer of missile
systems and production technology to nonmembers.
Members agree to regulate the export of key technol-
ogies to control the development of ballistic missiles,
SLVs, sounding rockets, cruise missiles, and other
systems capable of delivering a 500-kg payload ta a
distance of 300 km.

Two categories of equipment and technology arc
controlled;

* Category I comprises complete systems and subsys-
tems, complete missile stages, thrust vector controls
and guidance mechanisms, and facilities to produce
these items. There is a presumption of denial for all
category I exports,
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* Category IT comprises less sensitive and dual-use
equipment and technology needed to manufacture
or support the manufacture of category I items. This
includes certain computers, propellants, special ma-
terials, and guidance components. End-user assur-
ances are to be obtained prior to exnart

During the first two years of its existence, the
MTCR’s most notable success was in helping mobilize
international opinion agains

be Condor I program in Argentina, Egypt, and
Iraq. Nevertheless, different interpretations—espe-
cially on SLV and dual-use technology—among the
members hampered the MTCR's effectiveness. Sensi-
tive exports were diverted through nonmember coun-
tries. Furthermore, nonmembers such as China and
North Korea aggressively marketed missile technol-
ogy, and the Soviet Union continued shipping hun-
dreds of Scuds to Afghanistan.|

Prospects for MTCR effectiveness have improved
somewhat, Membezship has increased to 16, and the
Soviet Union has agreed to join if invited. The French
are acting as a clearing-house for information ex-
change, and new member states have been helpful in
specifying the types of dual-use technology that are
subject to licensing, Some member countries are
amending their export laws to cover items that were
decontrolled by COCOM. Control of commercially
lucrative SLV technology, however, will continue to
be a very difficult issue,

To
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